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Information and the technology used to access, utilize, store, and transfer it have become
the primary drivers of value and wealth creation in today's global digital economy.
Businesses in every industry deal with large amounts of information on a daily basis that
must be protected from unauthorized access, vandalism, destruction, and theft. Likewise,
the complex computer systems/networks through which this information is processed must
be safeguarded. Failure to protect these valuable information assets can result in
devastating consequences, including major financial losses and legal liability (CGI Group,
2004)

Information System (IS) security is the fundamental backbone to protect an organisation’s
information integrity, security and availability. With this in mind, organisations - especially
medium to large enterprises - employ information security experts to install security
mechanisms to allow for authorised (controlled) access to their information repositories.
Information system security helps the preservation of the confidentiality, integrity and
availability of information through the process of identification, authorisation and access
control. Today, with information technology being widespread in our daily lives, essential
guestions are asked:

e Who owns the information generated through the use of information systems?
e What related Laws govern Information System Security?

e How do these Laws help mitigate unauthorised data or information interception?

To counter the attacks of information interception, to defend against the invasion of one's
privacy and to safeguard information, the New Zealand jurisdiction includes a number of
legislative Acts which help minimise the occurrence of misdemeanour within the context of
New Zealand Law. In this essay, we discuss the application of the Privacy Act 1993 and the
Crimes Amendment Act 2003. These Acts combined serve as an important reference for any
information systems security specialist.

The purpose of the Privacy Act 1993 is to promote and protect individual privacy in general
in accordance with the OECD (Organisation for Economic Cooperation and Development)
guidelines on the protection of privacy, and trans-border flows of personal data. With few
exceptions, it applies across the public and private sectors (Privacy, 2010). The Crimes
Amendments Act 2003 sets guidelines on all applicable offences and defines the
imprisonment period for those found guilty. Sections 248 to 252 describe the crimes
involving computers. These laws can help protect both the customer and the owner of the
Information System and provide additional levels of security. They also help define the
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security characteristics of information systems in a global environment from a legal
perspective.

This essay endeavours to apply sections of the Privacy Act 1993 and the Crimes Amendment
Act 2003 that answer the questions raised above. In addition, the purpose of the New
Zealand jurisdiction and its relationship with enhancing Information System security will be
explored.

Before we begin to answer the first question of who owns the information generated
through the use of Information Systems, we must first define the term Information.
Information, in a broad sense is anything that you are able to perceive. Jim Alderman from
the University of North Florida defines information as “materials that have been stored in
one manner or another that can educate you to a better understanding of your world”
(Alderman, 2009). Furthermore, he adds “information, then, is anything that can be
documented in any form that can then be referred to later as means to understanding and to
building new information” (Alderman, 2009). The Privacy Act 1993 defines personal
information as:

[Personal information] means information about an identifiable individual; and includes
information relating to a death that is maintained by the Registrar-General pursuant to
the Births, Deaths, Marriages, and Relationships Registration Act 1995, or any former Act

In the context of information systems, information is a stored collection of data for further
use at a later time. In New Zealand, the Privacy Act 1993 regulates how information is
stored about a person (or customer). Principle One of the Privacy Act 1993 states that if
information about any persons is collected, it must exist within the capacity of the following:

(a) the information is collected for a lawful purpose connected with a function or activity
of the agency; and
(b) the collection of the information is necessary for that purpose.

From the above section, it is apparent how information is governed. It needs to be within
the lawful purpose which is connected to a function or activity. For example, a person who
is a customer of Telecom New Zealand (TCNZ) will have their information stored in a
customer relationship manager (CRM) system that has their name, address, date of birth
and a form of identification which is associated with this customer stored inside a database.
All information stored in this CRM is legally required and meets the requirements of the
Privacy Act 1993.
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However, contrary to popular belief, the information is not owned by the company. When |
worked at TCNZ, for the broadband helpdesk, we were told to ensure that all information
was accurately entered and to refrain from using defamatory language. The customer that
the information refers to, can request data which is stored about them and their cases at
any point. This stored information is generated because the customer is the subscriber of
the services provided by TCNZ. Therefore it is essential for TCNZ to retain this information.

For many reasons, employees are dismissed from their jobs if they are found to be working
in @ manner which is against company policy, the best interests of the organisation, or
simply not adhering to the company’s rules and regulations. Brian Krebs from the
Washington Post writes in an article titled: Data Theft Common by Departing Employees:

“[what’s] interesting is more and more people seem to feel entitled to information they
create on the job, and an increase in the workforce means many employees don’t have a
lasting relationship with their employers”

From what Krebs says, it is apparent that information generated from the use of
Information Systems is not the property of the employee. It is the property of the business
organisation as they implement techniques to minimise loss of data and implement security
features in the data retention. For this reason, information generated on the job, by
employees, using company information systems, belongs to the organisation. This notion is
further extended when signing a job contract with the employer. In most cases, employers
will state this explicitly, however this is not a requirement of New Zealand Law.

AT&T, one of America's largest telecommunications and Internet Service Providers (ISP),
modified their privacy policies for Internet and Video customers which allowed the National
Security Agency to perform searches on users’ browsing data without a search warrant. This
has effectively eroded the rights customers had to their own information (URLs and
downloads for example) without consent from the customer to be explored by government
officials at any time. Norbert Kuglee, a partner at Warner Norcross & Judd (a law firm) in
Michigan writes:

"There are no universal laws that govern privacy in this country; [...] it is a patchwork of
regulations."

In this example, the customer forfeits all rights they may have to ownership of their
personal data which they may have accumulated over the years of browsing and purchase
history. AT&T may have been motivated in part to issue the new policy in order to avoid
legal action, according to Sharon R. Klein, partner in charge of Pepper Hamilton's Orange
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County, California, office (Morphy, 2006). The Privacy Act 1993 helps maintain information
integrity and confidentiality by allowing customers to update their details through either
accessing this information by visiting an online web portal or phoning the service provider.

As we have read, the Privacy Act 1993 not only defines what information should be
gathered, it also provides a means of protecting customer-sensitive details which need to be
stored in a secure fashion. Privacy principle five defines the storage and security of personal
information. Principle five states that:

An agency that holds personal information shall ensure -
(a) that the information is protected, by such security safequards as it is reasonable in the
circumstances to take, against -
(i) loss; and
(i) access, use, modification, or disclosure, except with the authority of the
agency that holds the information; and
(iii) other misuse; and

(b) that if it is necessary for the information to be given to a person in connection with the
provision of a service to the agency, everything reasonably within the power of the agency
is done to prevent unauthorised use or unauthorised disclosure of the information.

Following principle five, Information system security specialists need to govern their
infrastructure to employ the requirements defined. Various techniques exist such as using a
secure sockets layer (SSL) which enables encrypted, authenticated communication across
the Internet (Anonymous, n.d). By using this protocol, organisations can effectively ensure
that data that is stored and transmitted through the Internet (transportation) and within the
information system is protected. Another example of using security with communications is
PGP (Pretty Good Privacy) keys which encrypt email messages. The receiver (of the
message) decrypts the message using his/her privacy key to reveal the message. Potential
hackers who intercept these forms of information (through the use of packet and wireless
sniffers) would need to spend a lengthy period of time, decrypting the data.

Section 252 of the Crimes Amendments Act 2003 states the penalties awarded for any
persons who are caught accessing computer systems without authorisation. Section 252
sates:

“(1) Every one is liable to imprisonment for a term not exceeding 2 years who intentionally
accesses, directly or indirectly, any computer system without authorisation, knowing that
he or she is not authorised to access that computer system, or being reckless as to
whether or not he or she is authorised to access that computer system.
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Furthermore, The Crimes Amendments Act 2003 makes it a criminal offence where anyone
who accesses information systems and related computer systems, without authorisation.
Other forms of criminal activities which are related to information systems are: accessing
computer system for dishonest purpose; damaging or interfering with computer system and
making, selling or distributing or possessing software for committing crime.

In the case study "Frame and Blame" reported by Computer Forensics New Zealand (CFNZ),
a major organisations senior manager came under fire because he was thought to have
downloaded thousands of pornographic images through the use of his work computer. A
detailed analysis of the information system (network proxy server) in the organisation led
CFNZ to believe the system administrator had been downloading the images. When the
administrator was asked, if this was correct, he vehemently denied. Later analysis (of the
information system) found the system administrator had changed the IP (Internet Protocol)
address on his local computer which matched the senior managers (CFNZ, 2010).

From this case study, it is evident that an extreme act of computer use without
authorisation had occurred. The system administrator had changed his computers IP
address without the knowledge and authorisation of the senior manager. Section 249 of the
Crimes Amendments Act 2003 states that:

Every one is liable to imprisonment for a term not exceeding 7 years who, directly or
indirectly, accesses any computer system and thereby, dishonestly or by deception, and
without claim of right, —
“(a) obtains any property, privilege, service, pecuniary advantage, benefit, or valuable
consideration; or
“(b) causes loss to any other person.

Under the governance of section 249 and 252 of the Crimes Amendment Act 2003, the
systems administrator would have received a penalty of seven years and an additional two
years imprisonment. Fortunately for the systems administrator, his employer terminated his
employment contract.

In a recent example, Facebook, one of the largest social networking website, allows its
members to use their in-page chat functionality. With the right tools and commands, a
potential hacker can easily compromise this and gain valuable information about the user -
such as: date of birth, names and contact details such as addresses, email addresses and
mobile numbers. This created a great security hole within the Facebook chat application.
Facebook, promptly, turned off the chat feature to apply a security patch (a form of
update). Facebook would probably not have been liable for such a compromise of their
system. This is because their privacy policy specifically states:
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We [Facebook] cannot control the actions of other users with whom you share your
information. We [Facebook] cannot guarantee that only authorized persons will view your
information. We [Facebook] cannot ensure that information you share on Facebook will
not become publicly available. We [Facebook] are not responsible for third party
circumvention of any privacy settings or security measures on Facebook. (Facebook, 2010)

The value of your information to a cyber criminal can be priceless. It is said that cyber crime
is a booming industry. One of the conclusions in Symantec Corp.'s 2009 Internet Security
Threat Report (ISTR) is that it's becoming increasingly easy for cyber-attackers to cause
mischief. This is thanks in large part to the availability of attack toolkits, Symantec
researchers say (Swoyer, 2010).

Conclusively, the implication of what an organisation must do in order to do comply with
the governing laws and jurisdictions is often misunderstood. From research into the legal
aspects of Information System Security, we find variances in the role in IT governance. Each
country has their own guidelines which define what privacy means and how it can be
applied to organisations to protect customer information and integrity. In New Zealand, the
Privacy Act 1993 clearly states these guidelines which allows conformance to the OECD
standard.

The Privacy Act 1993 coupled with the Crimes Amendment Act 2003 section 248-251 give
the "big picture" of how information should be stored and what consequences a criminal
may face if found to be extorting information out of an Information System for which they
do not hold authorised access. Even if personnel of the Information System and organisation
hold authorisation, they may be held liable for any damages caused from the leak of
information into the public domain.

By taking into account these guidelines and laws, organisations can easily mitigate the risks
of information flowing out of their control into the public domain, minimising the risk of
prosecution. They can do this by implementing the Acts into their code of conduct which
will help eliminate the liability of information misplacement. It is worthy to note that these
guidelines encompass the goals of information security which are: availability, security,
integrity as well as confidentiality. The Privacy Act 1993 maintains confidentiality in all forms
of information systems. This is shown through the consequences derived from the Crimes
Amendment Act 2003 which has specific sections relating to the use of computers with
associated penalties criminals may face if found guilty of the offence.
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